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Cyber Security

How To Protect Your Business & Yourself


Sejal Lakhani-Bha? – CEO TechWerxe 


We	can	MONITOR	THE	DARK	WEB	for	you	

$178/Month	

For	all	BTA	A6endees	

Call	Sejal	at	973-577-4548	and	menBon	BTA.	

	

Call	TechWerxe	for:	

Security	SoluEons	

Cybersecurity	Training	for	Employees	

Cybersecurity	Seminars	
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ExpectaFons and Disclaimer


! What	we	will	cover:	
! MulB-Layered	Cyber	Security	Strategy	

! Cyber	Security	Awareness	

! What	we	will	not	cover:	
! Any	PoliBcs	

! Football	

! Goal	for	Today:	
! Improve	knowledge	about	cyber	scams	

! Know	what	tricks	the	hackers	are	using	so	you	won’t	fall	for	their	next	one	

! Not	end	up	in	a	situaBon	where	we’re	running	an	IT	fire	drill	or	where	we’ve	compromised	
sensiBve	informaBon		

~A Li?le History & Why This Is Important ~


! 556	Million	vicBms	is	the	number	of	REPORTED	a6acks	each	year	

! Approximately	$103	billion	in	funds	is	stolen	globally	each	year	
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By The Numbers


Scam of the Week
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From:       John Smith [mailto: john.smith@abcsteelvvorks.com] 

Sent:        Wednesday, April 27, 2016 

To:            Susan Jones 

Subject:   Payment Needed Today! 

Susan - Are you available to make urgent payment for me today? 

John M. Smith, President and CEO 
T: 555-555-1111  e: john.smith@abcsteelworks.com 

Yes, I am in the office all day.  Please send me the payment details. 

From:       Susan Jones[mailto: susan.jones@abcsteelworks.com] 

Sent:        Wednesday, April 27, 2016 

To:            John Smith 

Subject:   RE:  Payment Needed Today! 

Susan Hoyle 
Controller/CFO 

T: 555-555-2222  e: susan.jones@abcsteelworks.com 

Attached are payment instructions.  Code to Admin Expenses.  I am out and 

not reachable by cell today use email only.   Let me know as soon as payment 

sent - must be done today or we pay big late fee. 

From:       John Smith [mailto: john.smith@abcsteelvvorks.com] 

Sent:        Wednesday, April 27, 2016 

To:            Susan Jones 

Subject:   RE:  Payment Needed Today! 

John M. Smith, President and CEO 
T: 555-555-1111  e: john.smith@abcsteelworks.com 

•  l vs. i or 1 
•  q vs. g 

•  0 vs. O 

•  rn vs. m 

•  Extra/missing letters 

abcsteellworks.com 
abcsteelwork.com 

Is salutation 
consistent for 

sender? 

Fake domain: 
replaced ‘w’ with 

‘vv’ (two v’s) 

Real domain has ‘w’ 

Other examples of 
domain name alterations: 

Can you spot any 
other warning 

signs? 
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Helpful Tip #1: Backup Your Data


1.  Run	Daily	Backups	of	CriBcal	Data	
	

2.  Automated	Offsite	Backups	Are	
Invaluable	
	

3.  Check	/	Test	Your	Data	Backups	
Monthly	(Minimum)	

 

Helpful Tip #2: Password Rules


!  DON’T	SHARE	PASSWORDS	
	
–	This	includes	your	“IT	Guy”	
–	Type	your	password	for	them	
	

!  One	Password	Per	Account	
	

!  No	Password	POST-IT	NOTES!	
	

!  Change	Your	Password	Every	60	Days	
	

!  Use	a	phrase	with	numbers	and	characters:	
	
“I	Only	Have	Eyes	For	You”		
	

							”!0hE4uAug”	
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Helpful Tip #3: What To Do If A?acked


!  Disconnect	Your	WorkstaBon	From	The	
Network	AND	Internet	
	
	

!  Seek	Professional	Help	
	
	

!  When	Appropriate,	Contact	The	Police	
And	Your	Insurance	Company	
	
	

!  Don’t	Start	“Googling”	For	The	Fix	
	
--	Russian	firm	w/	500	employees	
wrote	the	bug	and	charged	$79.95	to	
your	credit	card	to	fix	the	soluBon	
they	created	in	the	first	place!	
	

	

Government Guidance: Put be?er locks on your door
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Phishing Email Awareness


! Most	phishing	emails	try	to	simulate	a	daily	task	or	invoke	a	strong	
emoBonal	reacBon	

! Think	twice	about	any	email	that	makes	you	feel	strongly	about	
anything	financial	

! Good	anB-spam	systems	filter	out	99%	of	all	phishing	emails	

! EducaBon	on	computer	and	email	security	can	help	with	the	
remaining	1%	

! Train	Staff	On	Social	Engineering!	

! Know	The	Source	

! Limit	Telephone	InformaBon	Sharing	
	

! Physical	Security	
	

! Wireless	“Hot	Spots”	&	Hotel	Internet	
	

! Your	Equipment	@	Offsite	LocaBons	
including	Starbucks	&	Conferences	
	

! Ability	To	Disable	The	Device	If	It’s	Lost	Or	Stolen	
(LoJack,	EncrypBon,	Etc.)	

 

Helpful Tip #4: Common Sense Security
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! Don’t	Use	“Home”	Version	of	Microsop	
Windows	On	Your	Company	WorkstaBons	
	

! Encrypt	Your	Hard	Drive	
	

! Use	Email	Hygiene	Provider	/	Service	
	

! Use	Server	Based	Group	Policies	
	

! Use	MSP	to	Manage	Company	Firewall(s)	
	

! Establish	Company-wide	Data	Policies	

 

Helpful Tip #5: Advanced Security Tips
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Sejal	Lakhani-Bha6/	CEO	

973-577-4548		

slakhani@techwerxe.com	

	

Call	us	for	all	your	security	soluBons!	


