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Understand
Your Attacker

* Motivation
+ ldeology
» Status
* Money
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Criminals
Nation States
Terrorists
Hacktivists

Insider

Hacking for Hire

» Script Kiddie
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Cybercrime Isn't
Rocket Science...
Mostly

Brett Johnson

What do Attackers
Want?

- Information

+ Access

- Data
. Cash
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90%+
of Attacks Use
KNOWN Exploits
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%ﬁ g n o
- -56%
of companies have experienced a
breach; caused by 3'd parties
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of all routers have
the default password
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- 92%
. of every breach begins with
a phishing attack
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There is no Patch for Human
Stupidity
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£ Brett Johnson <gollum@anglerphish.com> 6/21/2018 12:24 PM
To gollum@anglerphish.com

Quick reply Replyall Forward Delete Add towhitelist Add to blacklist =
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Building Trust in the |
Tech e

Tools |
« Social Engineering

Beo oo orar
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Identity Theft

“All Crime Should Begin
with Identity Theft”

Brett Johnson AnglerPhish .com

Eitabtistiod 2023 Bitcoin BTC) "\O | ogout

B0

Browse by category F z Repo & E Links

Digital Goods Vendor Skyscraper (480) (4.82w) (‘@ 210/1/1) (% 23/0/0) Forum

Data Price B0.00461 ($41.6) Help

» Pirated Ships to Worldwide, Worldwide Conferences

Ships from Internet Vendor application
Escrow No Earn money

Digital Goods B Exchange

Drugs

Drugs Paraphernalia are 10

mBTC 1000.0
Sorvibes FULLZ + CREDIT REPORT R 577
usD 9006.8
EUR 7500.2

Other

Onion mirrors

xytjgcfendzeby22.onion
verified

700+ SCORES \

w2.onion

cw3l.onion Good
INR  £10419.5
JPY 9974679
mowwaq.onion News
by22.0nion
bBCcwhfsoyiugy.onion . New forum
k3pd243s57fttnpa.onion Product description
This listing is for a fullz completed with Transunion Credit report and score of 700 or higher! Downtime & Recov
BULK OFFERS

Buy 10 get 2 free (20% extra)

Buy 80 get 40 free (50% extra)

Buy 250 get 250 free (100% exira)
Buy 1000 get 2000 free (200% exira)

Deposit delays

Forum under
maintainance

HHBHHHR BT

#READ THIS CAREFULLY#

st

Earn money by finding
if you do not read this | can not help you afterwards. The order you put in is the order that gets bugs
processed! | will not send out free replacements if vou add 100 manv reauests that aot ianored

Brett Johnson AnglerPhish .com
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Ichudifyeqm aldjj.onion L T
Established 2013 Bitcoin (BTC
50 Logout
Browse by category Links
Digital Goods Vendor wakawakala9 (230) (4.83 Es27, 4. 48/5) Forum
Fraad Related (/@ 205/13/67) (9¢ 70~100, 4.4/5) (5 61/10/10) Help
Accounts Price  B0.0002309 ($2.08) Conferences
CC &CwW Ships to Worldwide, Worldwide Vendor application
, Documents &Data Ships from USA Earn money
4 Escrow Yes B Exchange
BTC 10
Digital Goods
Drugs

Drugs Paraphernalia

Services
Other

Onion mirrors
xytjqcfendzeby22.onion
verified

Byhuwcivehvdtd.onion
ly3uoif4zcw2.onion

7ep7acrkunzdcw3l.onion
vilpagbravizecjo.onion
vxq33sy5.onion

q2kyacl.onion
jasaxbtq.onion

hfsoyiugv.onion
3557fttnpa.onion

Product description

-——READ FULLY BEFORE ORDERING———

Welcome to our Listing. Please read till the END Before placing an order

New forum
Downtime & Recovery

Deposit delays

This listing is for USA Kids Profiles (NO CC ), TAX Fraudters knows the benefits of having childs in

the tax records when filing, here you are gents and sexy ladies. young american Kids and there
parents if you want for you to make maximum profits on

Forum under
maintainance

DOB Year available = 1998 - 2015

Brett Johnson

Earn money by finding

AnglerPhish .com
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GINAVICHICONTI
GINAVICHICOUNTI

Brett Johnson

2611 W 2nd St Brooklyn, NY 11223

1100 S Ocean Attn Of Donald Trump Blvd Palm Beach, FL 33480

4049 Sansom St Philadelphia, PA 19104
4049 Sansom St Phila, PA 19104

5 5th Ave Fl #26 New York, NY 10022
100 Central Park S Apt 3C New York, NY 10019
100 Central Park S # 3C New York, NY 10019
6500 Okeechobee Blvd West Palm Beach, FL 33411
38 MALPASS RD ALBANY, NY 12203

S > O @ & robocheck.cm e ~ 2 e
Result(count 4)
Nin P # Names DOB Year Address SSN DOB
¢ 1 DONALD TRUMP 1947 714 5th Ave New York, NY 10019 == - E
i 2 DONALDLYNNTRUMP 1945 230 North St Apt C6 Buffalo, NY 14201 -
gout D LTRUMP 200 Lothrop St # N723 Pittsburgh, PA 15213
DONALD L TRUMP 3457 5th Ave # 201 Pittsburgh, PA 15213
211 Virginia Manor Dr Pittsburgh, PA 15215
1000 Research Dr Durham, NC 27706
7 W Haven Pl Durham, NC 27705
200 Meyran Ave Pittsburgh, PA 15213
200 Lothrop N723 Muh St Pittsburgh, PA 15213
3471 5th Ave # 12 Pittsburgh, PA 15213
Sea 3 DONALD J TRUMP 1969 59 Central Park S New York, NY 10019 1y
: STEVEN RIZZO 43 BIRCH LN VALLEY STREAM, NY 11581
=90y STEVEN RRIZZO 3298 Kirklee Ln Riverside, CA 92504
OSCAR GODINER 67 Newport Rd Island Park, NY 11558
e 4 DONJTRUMP 1946 1100'S Ocean Blvd Palm Beach, FL 33480 058622089 19460614  Already buyed
DONALD J TRUMP 1963 725 5th Ave # 26 New York, NY 10022 19631215

AnglerPhish .com
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229 BEACH 1241H S| ROCKAWAY PARK, NY 11694

2 NANCY PELOSI 1963 1109 W High St Haddon Heights, NJ 08035 -
NANCY C PELOSI 1937 Pine Rn Blackwood, NJ 08012
NANCY M PELOSI 505 Center St Barrington, NJ 08007
SUSAN RSCHEIDE 203 Kingston Ave Barrington, NJ 08007

1107 W High St Haddon Heights, NJ 08035

402 W HOLLY AVE PITMAN, NJ 08071

02 W HOLLY AVE P PITMAN, NJ 08071

31737 3RD PLSW APT 39-A FEDERAL WAY, WA 98023
Center St Barrington, NJ 08007

w

NANCY P PELOSI 1940 1 Bush St Ste 1000 San Francisco, CA 94104 218360859 1940/03/- Already buyed
NANCY PELOSI 1958 1600 Atlas Peak Rd # 4 Napa, CA 94558 1958
45 Belden Pl San Francisco, CA 94104 1958/06/-
11Zinfandel Ln Saint Helena, CA 94574
235 Montgomery St Ste 610 San Francisco, CA 94104
1 Bush St Ste 1100 San Francisco, CA 94104
2555 Penn Ave NW # 603 Washington, DC 20037
1600 Atlas Peak Rd #471 Napa, CA 94558
2555 Penn Ave # 603 Washington, DC 20004
1 Bush St # A San Francisco, CA 94104
723 Mule Ears Ct Truckee, CA
716 Skellenger Ln Miami, FL

4 NANCYEPELOS| 1952 98 Beech Hill Rd Weare, NH 03281 ’
1951 5954 Conville Pl Las Vegas, NV 89120

Brett Johnson AnglerPhish .com
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/ Date of birth

March 26, 1940

People also search for

; ithan Omar % 4 Paul Pelosi
November 20, Q) =% October 4, &’ * April 15, 1940
1942 W 1982 i

2 ﬂ; Joe Biden
¥

§
\
\
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Other Details

Where you are going to PayPal | eBay | Skrill | Facebook | Amazon |
Payoneer | GoogleWallet

use that Document
Freelancer or Neteller
Verification for Some Online Purchase
For Payment processor and merchant accounts
BTC | PM | WMZ | Payza |
Kraken | CoinBase | liteCoin | WeSellCrypto

Jumio's Netverify

Please specify so that we can create
document according to that requirement.

Brett Johnson AnglerPhish .com
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[ ]
Synthetic Fraud
« Fastest Growing Form of
Identity Theft
* Over 80% of all New Account
Fraud
- Losses Last Year over $50
Billion
* Unknown to Most People
Brett Johnson AnglerPhish .com
28
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® Resource name £ URL O Without Resources Ll Resources tatal

T B3 onlysale

& Fingerprints (browsers)

™ Bot Country

AZRESOURCES KNOWN 7 OTHER

Brett Johnson

Y= Available Services & Prices € Account Balance: 90 & NightRanger

% Dashboard What i need to start using system?

© campaign URLS

Ada your VPS (You need cheapest Ubuntu or Debian Linux with min 10GB STORAGE)

Proxy GroUps Add your Domains

| Proxy Servers

Sessions Pick your Service for
5 Captured Data Log

Cookies Log Craate your Campalans

Notifications.

ast?
at it does not burn out fast?

500, 502, 5042

Brett Johnson AnglerPhish .com
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Y= Available Services & Pricey © Account Balance: 90

login 10 days
dropbox dropbox.com password 20 days
session cookes 31 days

login 10 days
EMIRT SBS rubygems rubyger password 20 days
create Car ) session cookies 31 days
login 10 day

yandex yandex.ru password 20 days
Proxy Groups session cookies 31 days
Proxy Servers oo 10xinys

yahoo yahoo.com password 20 days

L SO QL O O 1 O OO 1 o O 4

Sessions session cookles 31 days
xbox com
Captured Data Log
skype.com
Cookies Log onenote.com
10 days

office com —
= microsoftoniine

session cookies 4008
Guides microsoft.com

ive.com
bing com
login days

password days 1505 | 2505 | 400s

session Cookles days

instagram instagram.com
login days

session cookles 21 days

tacebook facebook.com
login 10 days

session cookies 31 days

pyp! pypiorg

login 10 days

session cookies days

wordpress wordpress.com
login 10 day:

session cookies 31 days

twitter twitter.com
ogin 10 days

SESSIon COoKies 31 days

github github.com

v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
v
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Created {newest)
Dashboard
3 Campaign URLE

Proxy Groups United States, Birmingham TestClientMS

Proxy Servers = 130.150.210 | Not Proxy microsoft com

o United States, Birmingham TesIClientMs
Captured Data Log 130 150,210 | Not P N TICTOSOM Com
Cookies Lag
Natifications United States, Birmin: Testing Client 3
35.130.150 210 | Not Prox witter com
Guides
United States, Unknown GetterExample

Nolt Proxy github com

United States, Quincy GetterExample

5651263
github. com

United States, San Francisco GetterExample
ot Proxy github.com

Clientdp
dropbox com

United States, San Francisco Clientdp
) 0.83 64 | Not Proxy WY Gropbox com

5648173

United States, Prattville GettarExample
SRR 2

github com

Unitad States, San Francisco  GeftarExample
2908364 althub com

5645369

led States, San Francisco  Clientdp

Brett Johnson AnglerPhish .com
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=>‘{
let cookies = [

"name'": "ak_bmsc",

"path": " l’

"value": "CDAECEB90EBC250E327C54273779A590~
000000000000000000000000000000
~YAAQUFAQAdeWmeAQAAnSSnZRHjHXQu4ZGCfb4Y8TmFN/REIStTAuPZ
1U+eZHHKkm j2rHj1suHb8bgclzkub7E92TKBg3H1WprjJ3eIw44k86d
2nGKF51+0eVLcw6CDIUIEQbATCM3r/zZz4L02CwHUawj EHx1DwW3Cjb4aAp
tEUqV]fTwa/V+q+k7TORPKYWtO4ALKXY17E+hHm+
5nfFC+Ywz/TNYKATUUXY+sCoRa+YCPgBpmvxhdomptcczEamb5NdewOfs
09G3dosmvowpIdRHKTAcXxWDzmWdCTqCRGHSQgq60DcwXata25e/Dw3q3DV
QGOYRLVXXr/10ycUGPRZIhA2jjzBmL+5k0bZztho0IuHOd9t123+
5Eg=="

"secure": false,
"max_age": 31536000,
"httponly": true,
"samesite": null

© 6 06606 6 606 600

= United States, San Francisco  GatterExample 2 15:50°05
== 99.0.83 64 | Not Proxy github.com 0711072022
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To Do List:

Understand Your Place in the Cybercrime
Spectrum

Security Awareness Training?

Compliance v. Effectiveness. How Type of
Training?

Apply All Updates

Institute Strong Password Protocols
Looking at Data

A Layered Approach to Security is

Necessary, There is No Silver Bullet

AnalerPhish com

Brett Johnson

To Do List:

Freeze Credit
Monitor Accounts and Place Alerts
Passwords?

Situational Awareness

Trust but Verify

AnalerPhish com



