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Brett Johnson

AnglerPhish.com
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“The Original Internet Godfather”
--United States Secret Service,

Columbia South Carolina Field Office
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Shadowcrew
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The Cybercrime Triangle
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Cashing Out
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Understand

Your Attacker

• Motivation

• Ideology

• Status

• Money
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Understand

Your Attacker

• Motivation

• Ideology

• Status

• Money

• Criminals

• Nation States

• Terrorists

• Hacktivists

• Insider

• Hacking for Hire

• Script Kiddie
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What do Attackers 

Want?

• Information

• Access

• Data

• Cash
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Cybercrime Isn't
Rocket Science...
Mostly
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of Attacks Use

KNOWN Exploits

90%+
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of companies have experienced a 
breach caused by 3rd parties

56%
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of all routers have
the default password

41%
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of every breach begins with 
a phishing attack

92%
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There is no Patch for Human 
Stupidity
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Identity Theft:

“All Crime Should Begin

with Identity Theft”
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rief History of Fake IDs Among Cybercro
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Synthetic Fraud

• Fastest Growing Form of 

Identity Theft

• Over 80% of all New Account 

Fraud

• Losses Last Year over $50 

Billion

• Unknown to Most People
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C.A.A.S.

Cybercrime as a Service
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ATO
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CAAS
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CAAS
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CAAS
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CAAS
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CAAS
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Conclusion
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To Do List:

• Understand Your Place in the Cybercrime 

Spectrum

• Security Awareness Training?  
Compliance v. Effectiveness.  How Type of 
Training?

• Apply All Updates

• Institute Strong Password Protocols

• Looking at Data

• A Layered Approach to Security is 

Necessary, There is No Silver Bullet
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To Do List:

• Freeze Credit

• Monitor Accounts and Place Alerts

• Passwords?

• Situational Awareness

• Trust but Verify
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